Company Name: Panacea InfoSec Pvt. Ltd.
Job Location: Mumbai
Lead IT Security Specialist – Application/Network Security and Penetration Testing 
Requirement:
An ideal candidate should have 7+ years of experience in managing and conducting Technical Security Testing. Key tasks include:
Mandatory Skills:
· Team Handling
· Client Handling
· Web Application Security Testing (Manual)
· Web Service Security Testing (Manual)
· Thick Client Application Security Testing (Manual)
· iOS Application Security Testing (Manual)
· Android Application Security Testing (Manual)
· External Attack and Penetration testing for Infrastructure. (Manual)
· Infrastructure Threat & Vulnerability Assessment
· Secure Code Review (Manual)
· Policy and Procedure Writing
· Firewall Configuration Audit
· Cloud based Infrastructure Security Testing
Optional Skills:
· IoT Security Audit
· GIGW Compliance Audit
· Cloud based Security Audit
· Good knowledge on Networking
· Pre-sales experience
· Telecom Industry Knowledge and experience
· Security Architecture Review and Design
· Wireless Security Assessment
· Cyber Forensics / Log Analysis

[bookmark: _GoBack]** 	Candidate should know and have experience on “AEPS Audit, RBIPSS, PCIDSS, CERT-IN, etc.” related Application/Network Security Testing.
Certifications: 
Mandatory
· CEH Certified (Mandatory)
· ECSA/LPT (EC Council Certified Security Analyst/ Licensed Penetration Tester) or equivalent
· OSCP (Offensive Security Certified Professional) or equivalent
· CISSP
· Six Sigma (lean/Black Belt)
Optional
· Red Team Experts
· GPEN/ GWAPT/ etc
· ISO 27001 Auditor / Implementer
Note: OWASP top 10 standard, SANS 25 standard, related testing approach is preferred.
